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Decision/action requested

Agree the following pCR
2
References

[1]
3GPP TS 33.401 3GPP System Architecture Evolution (SAE); Security architecture
[2]
3GPP TS 33.501 Security architecture and procedures for 5G system
[3]
3GPP TS 33.853 Technical report on key issues and potential solutions for Integrity protection of the User Plane
3
Rationale

To align with the 5G integrity protection feature, the following can be added to LTE.
4
Detailed proposal

~~~~~~~~~~~~~~~~~~~~~~~~~~~   Start addition   ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

6.x
Solution #x: Addition of UP IP as described for 5G in LTE
6.x.1
Introduction

To protect user plane communication reliably in Options 1, 3, 4, 5 and 7 and to maintain compatibility with 5G, this solution describes the addition of User Plane integrity protection to LTE in a similar way to the 5G implementation.
6.x.2
Network options affected
This solution is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

6.x.3
Solution Description

The sections regarding user plane integrity protection are added to TS 33.401 as detailed in TS 33.501.
6.x.4
Solution Evaluation
Editor's Note: to be added
~~~~~~~~~~~~~~~~~~~~~~~~~~~   end addition   ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~



